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iPhone ����	
�

  iPhone   iPod  touch 

�DÑ ÒÓ��ÔÕÖ®×����ØÙ©5!�6ÚÛf�°BÆÇ  iPhone ( 
iPod touch �UV�

ÜÝe����Þß�àá����Þ$84â/  iPhone (  iPod touch ã�6��
äåæâ�çèÉ�� 

iPhone   iPod  touch 
ã�6Å��§å~4�  iPhone (  iPod  touch ��éêëÅì  iPhone í�  2.1 �
´î��� 

iTunes
�¨����  iTunes 8.0 �´î����±  iPhone �  iPod touch �í�´µb�±
n4½¾Þ$ã  Mac �  PC �ïðñbòó�%& ¡ôõ�eö���í��

�~4  iTunes�÷õ��ÈøÎ  USB 2.0 ùúBûåüýþ��  Mac �  PC� 

Mac  OS  X 
Â

 
Mac  OS  X v10.4.10 Tiger �´î��

Â

 

1 GHz �º�´���Õ�

Â

 

256 MB ��

Â

 

QuickTime 7.1.6 �´î��
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Windows 
Â

 
Windows XP Service Pack 2 �  Windows Vista

Â

 
500 MHz �º�´���	�Õ�

Â

 
256 MB ��

Â

 
QuickTime 7.1.6 �´î��


|  iTunes Ë9Ã�~4  iTunes StoreÄõ������Î©´�UV��tÜ� 
iTunes �±����[�� 

iPhone Configuration Utility

 

iPhone Configuration UtilityÃ iPhone §¨�4��Ä��÷ª«���§¨¬[� 
(configuration profile)�

��4���  Mac  OS  X �����÷ÔÕ¬[�b�±n4½¾Þ$�P��
������E¼È ��!����#
Â

 
Mac  OS  X v10.5 Leopard

$5  Web �����4����#
Â

 
Microsoft Windows VistaÃr  32 %Äb±Î  .NET Framework 2.0 ��  Microsoft
Windows XP �  Mac  OS  X v10.5 Leopard

Â

 
Microsoft Internet Explorer 7b Firefox 2 �  Safari 3 

Microsoft Exchange ActiveSync

 

iPhone (  iPod touch ÆÇÞü���  Microsoft Exchange#
Â

 
Exchange ActiveSync �  Exchange Server (EAS) 2003 Service Pack 2 �

Â

 
Exchange ActiveSync �  Exchange Server (EAS) 2007 Service Pack 1 �

  Exchange ActiveSync 
ÆÇÞü  Exchange ¥¦#
Â !��T&¼~4£¤

Â '(£¤)�

Â '�£¤*+,-Í 

Â �� \ã\.

Â ��/�0ÃÞ�12Ä

Î©34¥¦�¬��tÜ  Exchange ActiveSync [��

�  Exchange 2003 ������	
�
�����  Exchange 2007
������
��������������������
�   iPhone �
�!
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÷8Þ5½6³  iPhone (  iPod touch T����7I!8s:�º²³����
9Î ¡(§¨UV�:;��T���:C��<=�B>��:C�?Ó?
@��A�¨�3  8GB ���B��C½õ��D�E�FG�

~4  Exchange Server 2007�÷8ÞHC  Exchange Management Consoleb Outlook
Web Access �  Exchange ActiveSync Mobile Administration Web Tool Àæ5½6³�

~4  Exchange Server 2003�÷8ÞHC  Exchange ActiveSync Mobile Administration
Web Tool Àæ5½6³�

4�ô8ÞHC�0H43�¨�0I%3JK�LM0<=����(�¨3
â6³%øÎ����

"#$%&'() *+,-./012&' 3456�!78&
'"#49:;<=.>&'?6@4A*$%BC�DEFG! 

Microsoft Direct Push
�dNO ¡��84� Exchange ���:/����bHPQ( R-�ST
UVì  iPhone�~4  iPod  touch �Ã�WX  iPhone YÎNO ¡UZ�Ä�UV
�:STCzVì���[X÷*+�� ¡�LM0�¨3 >0\Mµ ¡3�
:M]e|UV� 

Microsoft Exchange Autodiscovery
ÆÇ  Exchange Server 2007 �  Autodiscover ���X�T§¨  iPhone �  iPod  touch
�� Autodiscover :~4÷�����)^(£¤âSTS¢_S�  Exchange �
��UV�Î©`4  Autodiscover ���UV��tÜ 
http://technet.microsoft.com/en-us/library/cc539114.aspx� 

Microsoft Exchange Global Address List

 

iPhone (  iPod  touch :�÷�Jh�  Exchange ���JhaQM]=�bUV�!
0HPQ3�HIcd��÷8Þ���aQ[B>!ef����)^��:S
T���aQÞFG����)^�

http://technet.microsoft.com/en-us/library/cc539114.aspx
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  Exchange ActiveSync 
� 9Î�  Exchange Ë9gCÆÇ�h�Øi#
Â [�jÔÕ

Â k¿�����Dl��!  Sharepoint ���T�[��m�
Â n��ï

Â �¢0�3ST]IUV

Â ª«:op�

Â qUVkTr�ÞqstH 

VPN

 

iPhone (  iPod  touch 8ãÆÇÞüuo(y�qv�  VPN ���§å~4#
Â

 
L2TP/IPSecÃHC  MS-CHAPV2 £¤b RSA SecurID (  CryptoCard HI4�y��
Þ$HCwx£yHIz�y�Ä�

Â

 
PPTPÃHC  MS-CHAPV2 £¤b RSA SecurID (  CryptoCard HI4�y�Ä�

Â

 
Cisco IPSecÃHC£¤b RSA SecurID �  CryptoCard HI4�y��Þ$HCwx
£y(��HIz�y�Ä�Î©{��  Cisco VPN ���(§¨«o��tÜ
0�Q  A3�

 
iPhone (  iPod  touch ÆÇÞü|  Wi-Fi Alliance ¢}�  802.11i ~�=����W#
Â

 
WEP

Â

 

WPA öbÅ
Â

 
WPA �6Å

Â

 
WPA2 öbÅ

Â

 
WPA2 �6Å

!� iPhone (  iPod  touch �ÆÇÞü�45  WPA �6Å(  WPA2 �6Å��� 
802.1X y�qv#
Â

 
EAP-TLS

Â

 

EAP -TTLS
Â

 

EAP-FAST

Â

 

PEAP v0b PEAP v1
Â

 
LEAP
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iPhone (  iPod  touch 8~4Þü?@�v���#
Â

 
PKCS1 (.cerb .crtb .der)

Â

 
PKSC12 (.p12b .pfx)

 
iPhone (  iPod touch ÆÇØi  Windowsb UNIXb Linux (  Mac OS X ��B���K
ÈTûå�6�W�  IMAP4 (  POP3 �����³à§å��zV~4�  Exchange
���÷�8Þ~4  IMAP ��  Exchange ���������

³à�DÑx�Þü���(��ôg�àÎ4�UV#

Â % iPhone &��'(�8!  www.asia.apple.com/support/iphone üÐ
Â

 
iPhone D��½��^Ó  www.apple.com/iphone/guidedtour

Â

 
iPod touch D��½��^Ó  www.apple.com/cn/ipodtouch/guidedtour

Â

 
iPhone ����^Ó  www.asia.apple.com/iphone

Â

 
iPod  touch ����^Ó  www.apple.com/cn/ipodtouch

Â

 
iPhone !�6��n4����^Ó  www.asia.apple.com/iphone

Â

 
iPhone ÆÇ����^Ó  www.asia.apple.com/support/iphone

Â

 
iPod  touch ÆÇ����^Ó  www.apple.com/cn/support/ipodtouch

Â

 
iTunes ����^Ó  www.apple.com/cn/itunes

Â

 
Exchange Product OverviewÃ Exchange ij_�Ä��^Ó 
http://technet.microsoft.com/en-us/library/bb124558.aspx

Â

 

Deploying Exchange ActiveSyncÃ�°  Exchange ActiveSyncÄ��^Ó 
http://technet.microsoft.com/en-us/library/aa995962.aspx

Â

 

Exchange 2003 Technical Documentation LibraryÃ Exchange 2003 ��[����Ä# 
http://technet.microsoft.com/en-us/library/bb123872(EXCHG.65).aspx

Â

 

Managing Exchange ActiveSync SecurityÃÔÕ  Exchange ActiveSync ��}Ä��^
Ó  http://technet.microsoft.com/en-us/library/bb232020(EXCHG.80).aspx

Â �6Å  Wi-Fi ����^Ó  www.wi-fi.org/enterprise.php
Â

 
iPhone VPN Connectivity to Cisco Adaptive Security Appliances (ASA)Ã iPhone VPN X 
Cisco ASA ���}Ä��^Ó www.cisco.com/en/US/docs/security/vpn_client/
cisco_vpn_client/iPhone/2.0/connectivity/guide/iphone.html

http://www.asia.apple.com/support/iphone
www.apple.com/iphone/guidedtour
http://www.apple.com/cn/ipodtouch/guidedtour
http://www.asia.apple.com/iphone
http://www.apple.com/cn/ipodtouch
http://www.asia.apple.com/iphone
http://www.asia.apple.com/support/iphone
http://www.apple.com/cn/support/ipodtouch
http://www.apple.com/cn/itunes
http://technet.microsoft.com/en-us/library/bb124558.aspx
http://technet.microsoft.com/en-us/library/aa995962.aspx
http://technet.microsoft.com/en-us/library/bb232020(EXCHG.80).aspx
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/iPhone/2.0/connectivity/guide/iphone.html
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/iPhone/2.0/connectivity/guide/iphone.html
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  iPhone   iPod  touch  

iPhone (  iPod  touch PC�2G��)ã  Microsoft Exchange 2003b Microsoft
Exchange 2007b$5  802.1X ���~���Þ$  Cisco IPSec ��Ò4����6�
��åæâ���n��6á�q������2�BÕá����°L��8Þ
´��)Ó÷(÷�4�HI�°�>Ï�´î�

2�  iPhone (  iPod  touch ��°���u�Þü��#

Â ÷Jh�  iPhone /����~�NO�� 

Â ÷�4�õ���¡|�6����bn4½¾( ¡ 

Â ÷¢�!��T�¢£¤¥¦â�¥¦§�Jh ¡ 

Â ÷¢��T§¨Kö���� ~4ß¨�©½â§¨�ª�� 

�6ÚÛ�«¬}b IT ¥¦b~�®¯,Þ$2°(HU��g:±²÷��³
��°´¦�

3�  iPhone géêHC~�®¯,��x;µ945¶k(�·�¸bÀV(U
���ìNO ¡����=�÷�®¯,Þàá¹H4�(�64��¸ðã
 ¡�ºÞ$��»¼�

÷�÷�4�/õ�!  iPhone ��±  SIM ½��±à  SIM ½x;� iPhone éê��
ì�±à  iTunes ��¾µ9FG��C½��d  SIM ½P
 �/�� iPhone /¿
À8Þ~4[�:�¸� iTunes /Á�÷FG��µ��Z¤��C½�
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Â:  iPod  touch �§�NO���  SIM ½�ÃÄôéê��ì�±à  iTunes ��¾
µ9áÅ�

|5õ�  iTunes âFG  iPhone (  iPod  touch ���C½�Æ!÷éê�¢�!3ö
4��  Mac �  PC T�±  iTunes�� Ç!SÈ��¾T�±  iTunes ÞFG3��
�����

��x;����õ�  iTunes ã�6��§å~4�ÃÉõ�4Äâã�¾�ïð
ñbòó(  Web Ê���Á�üÐ(�±���í�´µÞ$�±�6Ån4½
¾ôõ�Ä�

Î©����(~4  iTunes �´�UV��tÜo  4�� 

 
iPhone 2.0 í�`4àÃËÎ  Microsoft Exchange Server 2003 �  2007 á�q��Ä�
�zV����bzVHPQ(zV R�ô�Ëà�Ì)^�Í (Global Address
Lookup)b5½6³ (Remote Wipe) (��£¤¥¦&¼�Ë9�Ä���4�HC
Þüqv��)��ìJh��#~4  802.1X ~�y�HC  WPA �6Å(  WPA2 �
6Å~���HI��[~4  PPTPb IPSec T�  LT2P �  Cisco IPSec uoHC  VPN H
I���

�d÷�Jh�~4  Microsoft Exchange�÷�4�É8Þ~4  iPhone �  iPod  touch
Þ~�qvã�� $5�W  POP �  IMAP ����(���ï�����ÄO8
Þ~4  iTunes �  Mac  OS  X iCal (0)^Î3�ï R-�(HPQ[�W! 
Windows PC Tã  Microsoft Outlook �ïe|���

X÷S¢¢Ï4���¡|������÷nXàáÞüÐÑ# 

Microsoft Exchange

 

iPhone HC  Microsoft Exchange ActiveSync (EAS) ��ã  Microsoft Exchange Server H
U� Exchange ActiveSync !  Exchange Server (  iPhone x0ÒÇ�ö���ÞsXµ
����UV�:op�ìÓ�� iPhone ¿À�ì´µ� iPod  touch YÎNO���
Æ!ÇÎXÄP��B��ì  Wi-Fi ���µ9ÔìzVHÕ�

�d÷�JhXÖÆÇ  Exchange Server 2003 �  Exchange Server 2007 T�  Exchange
ActiveSync�×÷P
��é�����X5  Exchange Server 2007��S¢P�±à 
Client Access Role�X5  Exchange Server 2003��S¢÷P`4à  Outlook Mobile
Access (OMA)�

�d÷Î  Exchange Server�Ã÷�JhØ�ÆÇ  Exchange ActiveSync��Ù�Þü
��#
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Â �S¢ÚÛÜT�ùú  443  k¿���d÷�Jh~4  Outlook Web Access�×
ùú  443 Ý89P
k¿�

Â Þ������ ßP
�±!Öù  Exchange ���T�B>!0y�qv3à
}�Çk¿à$�y��Þ��  SSL ��ì  IIS �  Microsoft Server ActiveSync aQ�

Â �d÷~4�   Microsoft Internet Security and Acceleration (ISA) Server��Þ��
���� ßP�±�B´µJw  DNS Þ_Sáá�Hf����

Â �S¢÷����  DNS /K��b�8â|�)^ã]q  Exchange ActiveSync
����Þs��6��ä�ù(  Internet ä�ù~4���e�� ÆÓXå
èæç���g�/����8Þ~4m��  IP )^ã���HIHU�

Â �d÷~4�   Microsoft ISA Server��ª«  Web è·� (web listener)( 
Exchange Web ä�ù��Àéþ×�Î©êëUV��tÜ  Microsoft �[��

Â X59ÎÚÛÜ(��öb����/ì¨:¸í��¢Ó  30 �1��tÜ 
Microsoft Exchange [�ÞàáÎ©ÙîUZ  (heartbeat) (í��00ï  (timeout
interval) �UV��^Ó  http://technet.microsoft.com/en-us/library/cc182270.aspx� 

Exchange 
Â ~4  Active Directory ��Ó«¢4��ÉÊ`4  Exchange ActiveSync�! 

Exchange Server 2003 (  Exchange Server 2007 ��ðyÐÑü�e|�¨P
ÓÉ
ñÅ�9ÎòT��9`4�X5  Exchange Server 2007��tÜ0 Exchange ÔÕ
E¼È3��0Ô�b§¨3�

Â ~40 Exchange ��ÔÕ�3â§¨òTË9b¥¦(����}�¨�X5 
Exchange Server 2007�e !0 Exchange ÔÕE¼È3�HI��

Â üÐB�±  Microsoft Exchange ActiveSync Mobile Administration Web Tool�eö
��õ�4âÀæ5½6³�X5  Exchange Server 2007�5½6³ô8Þ~4 
Outlook Web Access �  Exchange Management Console âÀæ� 

WPA/WPA2   Wi-Fi 
ÆÇ  WPA �6Å(  WPA2 �6ÅS�8Þ!  iPhone (  iPod  touch T��)��J
h~���� WPA/WPA2 �6Å~4  AES 128 %�£�e �è
C�ó�¼�$
5ô��£q@�Äg�àîÅÊ����S�Jh ¡õì�¥�

ÎàX  802.1X y��ÆÇ� iPhone (  iPod  touch 8ÞC�åìö÷�  RADIUS �
��ÚÛ�� 802.1X ~�y�q@ CÆÇ��B>Øi  EAP-TLSb EAP-TTLSb 
EAP-FASTb PEAPv0b PEAPv1 (  LEAP�

http://technet.microsoft.com/en-us/library/cc182270.aspx
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WPA/WPA2 
Â Þ���öb���{�}BL�  iPhone (  iPod  touch ÆÇ��èy�æçÃ EAP
æçÄ��S¢y����TP`4à  802.1X��dõ����±�����Bq
4�(ÉÊ�§�����»�

Â Ó  802.1X y�§¨~���øBefmn�  RADIUS ���UV�
Â 4�È  Mac �  PC âî+÷�  802.1X �°ÞS¢  RADIUS y��§¨ _S��
Â �d÷2�~4$5���y���S¢HCmn�£y�À©½�P
/Jw
£y$ù�ú§¨GÆÇ$5��($54�����

Â Þ����v(y����{�}� iPhone (  iPod  touch ÆÇ  PKCS1 (.cerb .crtb 
.der)(  PKCS12 (.p12b .pfx)�

 
iPhone (  iPod  touch ÆÇ~4  Cisco IPSecb IPSec T�  L2TP (  PPTP ��Ò4��
uo����Ò4����d÷�ÉñÆÇe|uo�%��è�×�õ�û�
��§¨�opqn4½¾s8Þ§å  VPN $ù�ú~4÷���� 

Cisco IPSec �°8ÞHCûå�6�W�  x.509  ¤�� (PKCS1b PKCS12)â�4$
5���y��X5$5üý�þ�¶·y�� iPhone (  iPod  touch ÆÇ  RSA
SecurID (  CryptoCard�4�!«¿  VPN ������!&O���Tef  PIN (
|üýi���Í}£¤�Î©{��  Cisco VPN ���(§¨«o��tÜ0�
Q  A3� 

iPhone (  iPod touch �ÆÇ45  Cisco IPSec (  L2TP/IPSec �°�wx£yy��(
45$�4�kl(£¤y��  MS-CHAPv2� 

VPN 
Â

 
iPhone �åà�� ËÎ�  VPN ���Æ!Çõ�'E§¨À8~  iPhone 9�
�����W��°�'�q@ Ù�  iPhone  ßÆÇ÷JhËÎ�  VPN uo
(y�q@�

Â S�ã  VPN ���g���Wm{��'�Ù��ü�  RADIU �y�����
y�â��ÞS¢�Ë����`4à  iPhone ÆÇ��W�

Â �	
á�q��g�WÞSy÷�í�(����'µ�����(��
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IMAP 
�d~4��   Microsoft Exchange�÷É8ÞHC~4ÆÇ  IMAP B>C§¨Ó�
�4�y�(  SSL �n����������Ë��>ûå�W�����á�
q��e|���8Þ%5  DMZ ��x��ô8Þ%5JhÚÛÜ;��Wå
W�8�

HC~4  SSL� iPhone (  iPod  touch ÆÇ  128 %�£(����z�ÁÀ�  X.509 ¸
���ÄO�ÆÇ&Ry�q@�Øiûå�6�W�  MD5 Challenge-Response ( 
NTLMv2� 

IMAP 
Â Óà�ì�����}�¥��!���T�±Un���z�  (CA) g�� ¤
����±  CA g���� �ö��ï��a� ÓàS�vÕ��� ÷�
Jh$ù�ú�õUn����

Â ���  iPhone (  iPod  touch ������M]������k¿ÚÛÜ��ù
ú  993 BS¢vÕ���C�¢Ó  SSL T�  IMAP�

Â �����ÀV�����ùú  587b 465 �  25 éêk¿��.~4ùú  587�e
 '�L��

�d÷2��°�6  iPhone (  iPod  touch n4½¾��~4  Mac  OS  X �  iPhone
§¨�4���  iTunesÃ Mac (  Windows �Ä!��T�±n4½¾���/n
4½¾�°ì4������d3ö4�g!&O�  Mac �  PC T�±à  iTunes�
´µ�|n4½¾/:��´����

��÷�¢à4�/��¡|����( ¡�÷nXS¢¢��Ë¡|��£
¤¥¦�

X5%��b���n4½¾���£¤�y�üý�Jh�«o!��T�¢õ
�ef£¤��d÷/$5���y�45  802.1X ���  Cisco IPSec VPN��W÷
��6Ån4½¾��à÷��Q���÷nX��4��¢��£¤(�(�
í��0�Þs�Õ���£¤�b�9~4�,�C�����

÷8Þ4Þüåèq@x�!  iPhone (  iPod  touch T�¢¥¦��d��C§¨
Ó��  Microsoft Exchange ��� Exchange ActiveSync ¥¦:Þ~�qvzVì�
��e��÷�ú(´µ¥¦���õ�4�7In�8s�Î©  EAS ¥¦�U
V��tÜo  6�09ÆÇ�   Exchange ActiveSync ¥¦3�
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�d~4��   Microsoft Exchange�÷8ÞHCª«§¨¬[��!��T�¢
m��¥¦�÷HC�������8�����â�À¬[���d÷¢�´
 ¥¦�×éê/P´µ�¬[�!"�ÀVq4��Þs&O�±�Î©��
£¤¥¦�UV��tÜo  22�0£¤�¨3� 

ü�ï�÷õ��¢/��§¨3�  iPhone (  iPod  touch��°q@Ý�½�Tõ
÷!���02��°(ÔÕ���� B�±²��d BmX�E�X÷�÷
�4��#�÷89:ÀË�T§¨3���´ßK�eØi~4��âef3ö
������¨b Wi-Fi �¨(  VPN §¨UV�Î©�T§¨�êëUV��tÜ
o  3��

�d÷2��°�ª����W÷Î�B������¨b���¨(��õ��

 

±�×�$HCª«B�À§¨¬[�â§¨���§¨¬[�9�º)/�
¨(%�UVÐfì��T�û�Î|  VPN (  Wi-Fi �¨Ç9HC§¨¬[�
â�¢��>�d~4��   Microsoft Exchange�÷/õ�~4§¨¬[�â
�¢��£¤¥¦�

~&÷ �T§¨���� ~4§¨¬[��÷gõ��¢ 'S§¨���
� /!n�()q÷�4��L�¡�èM�54��%¨bJh©54�ÔÕ
&OSÈ�  IT ���¥¦Þ$÷k°�°���§¨�I*}�§¨¬[�+
,�45�ç�6b5½Ö��~@SÈ�¨���4��

�d÷¢�Ï4�SÈ��&O�����W�d&Oõ��±�´µ�6Ån4
½¾�×éê!3ö4��  Mac �  PC T�±  iTunes� iPhone (  iPod  touch �í�´
µôõ�  iTunes�Æ!�d÷�¢�/  iTunes �Àq4���-.eø�Î©�° 
iTunes �UV��tÜo  4 ��

Î©!�6�~4  iPhone (  iPod  touch �´�Î/0�UV(����tÜ 
www.asia.apple.com/iphone�

http://www.asia.apple.com/iphone


 

2
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2 ����������

  iPhone   iPod  touch 

§¨¬[�  (configuration profile) Ó  XML [���±x;Äg��UV�  iPhone ( 
iPod touch 4â��ì�6��BãxHU�e|UVØi  VPN §¨UVb����
¥¦b Exchange �¨b���¨(���

÷ HC�����~4��â�À§¨¬[���X4�!&O���Tk¿
�������~4  Safari üÐ¬[���:g1&O¿@�±C½�

�d�23ª«B�À§¨¬[��÷8Þ�T§¨  iPhone �  iPod  touch ���
Î©�T§¨�UV��tÜo  3 ��

  iPhone Configuration Utility
÷ ~4  iPhone Configuration Utility âª«§¨¬[��� iPhone
ConfigurationUtility wÎåö��#�ö   Mac  OS  X n4½¾�û�ö $5  Web
�����45  Mac OS X �  Windows� 

iPhone Configuration Utility  Mac  OS  X 
X®I  iPhone Configuration Utility �±��� iPhone Configuration UtilityÃ Mac  OS  X
�Ä:C�±!0 /n4½¾ /�4�� /3[�j��
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Xk¿  iPhone Configuration Utility ��:�Ëãü491m��5ú�

!67�L�8a��5ú��������:�x´ �

67:910���3�����ØÙÞüæÊ#

Â ��:91:
��ì�¾�  iPhone (  iPod touch ��ýw�
Â +�����:ý��|��~4��âHI  iPhone OS ¿À�¬[�Ã| 

Apple Developer Connection ¿ÀW=;%�Ä�Î©UV��tÜo  5�� 
Â ������:ý�÷xÖPª«�§¨¬[��B��÷®¯9ef�U
V��Wª«�öµ�§¨Þs8ÞÀVq4�Ï%!��T�±�

Â 
���:ý�n4½¾�8/ÄO�±!ã�¾m����T�

67�:91,-./	��0�Ä91XÖP��!�¾  USB ùú�  iPhone � 
iPod touch �UV�P������Î©UV:CST<�ì0��3ýw��e
�÷=8Þ>Í��Ä��é������

X��P����÷8Þ��E¼È �(n�84�?@ ��!  Mac OS X T� 
Xcode ¿ÀÚÛ��Îm���� �8����
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iPhone Configuration Utility  Web 
$5  Web ���  iPhone Configuration Utility ��÷Ó÷���ª«§¨¬[��
�AÍüý�45÷~4�KÈ�»¼HI8s�

  Mac  OS  X 
�!  Mac  OS  X v10.5 Leopard T�±!�4����k¿0 iPhone Web Config �±
�3BAÍBCD1HI8s��±äD;s8Þ~4!�4����tÜ
o  18�0��   iPhone Configuration UtilityÃ Web �Ä3�

  Windows XP   Windows Vista 
�!  Windows T�±!�4����7IÞü8s# 

1 !  Windows XP T���  www.microsoft.com/downloads üÐB®I  Microsoft .NET
Framework Version 2.0 Redistributable Package (x86) �±½¾� 

2 ®I  iPhoneConfigWebUtilSetup.exe� 

3 �§¨�4���~Ä9��/§¨¬[�HC����ÀVq4���®¯!
[�#123��4 Program Files\Apple\iPhone Configuration Web
Utility\config\environments\production.rb�Þ~  ActionMailer::Base.smtp_settings q
@��t �å5÷����

�Sy��4��_!®I��k¿0��3E¼EBS¢  iPhone Configuration
Utility Web ��_!®I�

  iPhone Configuration Utility  Web 
���!�4����AÍÞüï�8s� 

1 k¿  Web Ê��BÖF# http:// localhost :3000

�dP/!�4���±!%&�¾T��~4%kl�)^âGHT)^�� 
localhost�Î©9ÆÇ�  Web Ê���UV��tÜo  6�0  iPhone Configuration
Utility3� 

2 �~44�kl0 admin3(£¤0 admin3â�Q�
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/:�Ë�öãü491æ��BC�

Î©~4��4���UV��tÜü�0ª«§¨¬[�3�

  iPhone Configuration Utility  Web 
�´ 45���4���4�kl(£¤��®¯Þü[�#

Â 1256 /Apple/iPhone Configuration Web Utility/config/authentication.rb

ðy��±%¨ #

Â

 

Mac  OS  X4 /usr/local/iPhoneConfigService/
Â

 

Windows4 \Program Files\Apple\iPhone Configuration Web Utility

  iPhone Configuration Utility  Web   Web 
ðyÐÑü��4��è·ùú  3000 T�  HTTP ����´ ùúZ��!üý[
��Iì[�0 :port => 30003�:;/0 30003´ ÓØ	~4�ùú�

Â

 

Mac  OS  X41256 /vendor/rails/railties/lib/commands/servers/mongrel.rb
Â

 

Windows41256 \vendor\rails\railties\lib\commands\webrick.rb

ðy��±%¨ #

Â

 

Mac  OS  X4 /usr/local/iPhoneConfigService/
Â

 

Windows4 Program Files\Apple\iPhone Configuration Web Utility
´ ùúZ;��JK�4��®IB�µ`TÄ��tÜÞü»¼�
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  iPhone Configuration Utility  Web 
!  Windows T��4��|�±½¾âST`T[!  Mac OS X ��Xõ�Ä��
Äs:`T�Ã �d÷Lì����W´ ���¨bùúZ�4�klã£¤
�¨�÷n�JK�4��®IB�µ`TÄ��AÍÞüï�8s#

7�  Windows 89:;�<�=> 
1 �ÖF0E¼E3 >0ÔÕ��3 >0��3� 

2 L�  Apple iPhone Configuration Web Utility� 

3 �08s3JK�L�0�µ`T3�

7�  Mac OS X 89:;�<�=> 
1 k¿0Mù3� 

2 ef0 sudo -s3B~4ÔÕÖ£¤y�� 

3 ef0 launchctl unload /System/Library/LaunchDaemons/com.apple.iPhone 

ConfigService.plist3 

4 ef0 launchctl load /System/Library/LaunchDaemons/com.apple.iPhone 

ConfigService.plist3

�ª«µ�§¨¬[���øA  iPhone Configuration UtilityÃ Mac OS X �Ä� 
iPhone Configuration UtilityÃ Web �Ä��7��0µ«¬[�3 (New Profile)
AN�:;~4�5úO��Eâ®¯¬[��

QÔ8Þª«KP�öÙÎ��9õUV�§¨¬[���É:u�Ó��(
�¨ª«çS�¿�¬[��Æ!÷8Þ�¿´µ(�À3èæç�UV�e�
���4�!�±ÙÎ  VPN ����¨�µ¬[����P
�±à����

�/UV<�ì§¨¬[���L�mn�E�øA0§¨3 (Configure) A
N�:;QfBCT���UVÃ�ü9Ä�éõ�7%�ÎRSTU�

X5
|�¨Ã�  Wi-Fi �¨Ä�÷8ÞøA<�AN  (+) â<����§¨��
²³§¨��øA§¨êëUV5ú��²³AN  (–)�
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÷= !efg�!¬[��kl(�Vû�

§¨kl éõ��÷D¢�kl:�Ë!¬[�ýw��>�±§¨¬[
�;�Ä:91!��T�QÔ�kl�é W���Ã÷n�~48VÊ!¬
[��¬}kl�

§¨�VûéêW�VÊ!¬[��>�véêÓ# 
com.

 
companyname.identifier�%�0 identifier34â»¼�¬[��h�# 

com.mycompany.homeoffice�

�Vû+,���ÆÓ�±�ö¬[���:ãP�!5��T�¬[�X�
0§¨�Vû3Y��d0§¨�Vû3Yã9ÎP�±�¬[�g���×¬
[���UV=:C<�ì�����d�VûãP�±��ö¬[�mû�
×¬[���UV:GH��TP
�!��¨�

¬[�8HCX%Ák�ÞÞ��ÃPÁk�¬[�B� éõ���dYÎ
q¬[�Ák�!��T����Ä�Z[:91Ó0	Ák3�

�d÷LMq¬[�Ák�>�Ák!��T8ÞCÞ��×Ä�Z[= 0P
Þ�3��d��TYÎÞ�Ák9éõ�����W�dUnm�9Cm�ì�
�TõUn�¸\�×¬[��Z[= 0	Þ�3�PÁk�¬[�4Þü
�]�4�w1#
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�q¬[�Ák��øA0H43E0Ák3����0n4Ák3�!�Ë
�0§¨Ák35ú���<�y�Ák9éõ� ¤���ÆÇ  PKCS1Ã .cerb .der
(  .crtÄ(  PKCS12Ã .p12 (  .pfxÄ�v����

ü�ï�L�÷�Ò4£yÃéê 	�£�  .pem [�Ä�:;øA0Ák3�!
!�L�����:C<�ì����r!ÁkC½�4âÞ�÷�Ák��/�
�<�ì����Þs�±¬[��Ák8ÞCÞ���tÜo  25�0���
¨3�

��q¬[�Ák�ÇÎHC!0H43E�øA0²³Ák3â²³Ák

 

;µ9^ Ä�

�d÷YÎ~4  Exchange £¤¥¦��~4!Eâ�¢��¥¦�÷8ÞD¢~
4��� ßõ�£¤��8ÞD¢£¤�«_$´Hó��Ðf§¨¬[���
:¿À��4�efûå9L��£¤¥¦�£¤�ß×/��±�¬[��

�d��~4��¥¦(  Exchange £¤¥¦�åÉ¥¦:åB�>:�ú'`��
�¨�Î©  Exchange ¥¦�UV��tÜo  6�0  Microsoft Exchange ActiveSync3�

Þü¥¦84#

Â 7?��@A4��4�ef£¤µ9~4���ß×�n�ÇÎ����bg
8Þ��Ä�9ÎË9( ¡�

Â BCDEF4��4�!£¤�~4�I�\û�h��e��/£¤�¢Ó
0 33333�0 A4A43�

Â 7?GH�IGF4��£¤|\.( \ÉG�

Â JK	@ALM4D¢£¤9ØÙ\û�'a a�

Â NOPQ	RSGT	JUI�4£¤éêØÙ�+\.( \\ûÃ�  $b &
(  !Ä� a�
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Â JVWBC	XYZI4÷L��Y:�¢*+ef£¤,-bÍx;��µ
:C6³�ðyÐÑü�£¤*+,-cÍ;���:&¼de�f�0;µ
8Þ>Íef£¤�de�0:�g*+,-Í �h��h��*+,-i
�Í;�����9Î ¡(�¨g:C��)<=�£¤�0dej !o
cÍ*+;¿@�9Þ�d/!Y�¢Ó  6 �´E�=�:&¼�0de�B
>íC*+Í x;��=:C<=�÷�9D¢�5  11 �YkX4��le
f]^�£¤Óì  11 Íx;���g:6³Ä� ¡�

Â JL	@A[\]̂ E_4̀ a4��4�!D¢��00ï;´ &O�£¤�

Â @Abc^E_4dea4!ì¨!f�0;���/STÅ¢�ef£¤~Ä
á³Å¢� 

Wi-Fi 
~4!Eâ�¢������ì~����÷8ÞHCøA<�AN  (+) â<�
�ö��§¨�

éêD¢e|�¨>�¨éêã����mû�Þs4�HI�����

Â ��fghT4ef���ì�~��������Vû  (SSID)�
Â ijkl4D¢�� ß!öm%¶·�

Â 1mno4L����y�qv�ÞüL�845öb(�6���

Â p4��YÎ~4y��

Â

 
WEP4��r~4   WEP y��

Â

 
WPA/WPA 24��r~4   WPA y��

Â qr4��!�����n4  WEP �  WPA y��Ã�:��ì	y�����

!  Wi-Fi E�!����÷8ÞD¢45��ì�6Å����¨�ÇÎ!0�
�æç3o�vJK�LMà�6Å�¨�µ:�ËE�!���

!0uo3�Á��÷8ÞD¢~4�è  EAP qvHIy�B§¨  EAP-FAST �¥
}����Ã EAP-FAST Protected Access CredentialÄ�¨�

!0p¢3�Á��÷8ÞD¢�Q�¨Ã�4�kl(y�uoÄ��dP~4
0��3�Á�±à¶·���÷8Þ~40¶·��3o�vJKâLMÄ�
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!0Un3�Á��÷8ÞD¢¡|��nXCòÓUn��ÞsÓ  Wi-Fi ��Þ
�y�����08U���3ýw:91P~40��3�Á<�à����B
��÷L�¡|��nXCòÓUn���/�Un�y�����kl<�ì
08U�������kl3ýw�÷8ÞD¢«¢����Ã� 
server.mycompany.comÄ���klÃ�   *.mycompany.comÄ�

0��Unh3L88��4�!Unm~@«¿��¢Un
ö�����q
re|g1BÇ����ì8U�����©s!L8B/9Îéõ���tf
ì¬[��� 

VPN 
~4!Eâef  VPN �¨Þ��ì���HCøA<�AN  (+) ÷8Þ<��É 
VPN ���

Î©9ÆÇ�  VPN uo(y�qv�UV��tÜo  8�0  VPN3�

~4!EâÓ4�§¨  POP �  IMAP ������±¬[�;�e|��/C
<�ì�����>(  Exchange �����4�õ��Tef¬[��Cu¦
�UVÃ���£¤Ä�

4�8Þ^ ÷!¬[��g��
|���¨�X���klb£¤(�L 
SMTP �����d!¬[��u¦àn�!æUV�4�!�����:C�
�ef�UV�

>��H%IJKL*.MLN�OP/�	QR�SH%!

HCøA<�AN  (+) ÷8Þ<��ö����� 

Exchange 
~4!Eef4���¨â��  Exchange ����÷8ÞHCD¢4�klb
�zkl(����)^âÓ«¢4�ª«¬[���W÷8ÞÇg��zk
l�e��¸!�±¬[�C½�:g14�Qf%v�Y�

�d!¬[��D¢à4�klb�zkl(  SSL �¨�×4��9!��T´
 e|�¨�
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3���Ç9§¨�ö  Exchange ���X�±fÙÎ  Exchange §¨�¬[�
��xÖ~4  iTunes �ïì��T�9Î=�b( R ¡g:C<=BGHÓ 
Exchange ���� ¡�<�  Exchange ����%&������ÃØin� 
Exchange IMAP ��Ä�õ±²�

ðyÐÑü� Exchange :�ïHPQb R(�����4�8Þ!��T�0�
¨3 >0��3�´ e|�¨ÃØi��ï�awÖ� ¡Ä�X��C§¨Ó
ã  Exchange �ï R�HPQ�� iTunes /�>ãx�¾�ï ¡�

�dL�à0~4  SSL3L8���é~40��3E<�X��HIy�9
éõ����

~4!E/��<�ì����ÆÇ?@�v  PKCS1Ã .cerb .derb .crtÄ(  PKCS12
Ã .p12b .pfxÄ����

X/¶·���±ì�����Sy[�ØÙ���� rØÙÒ4£y��d
Ç�±Ò4£y�YÎéõ����×¶·~Ï��d�±YÎÒ4£y�¶·
�����3Í~4����g:��4�efÒ4£y�

!��SyÀé��������vÕ!��T 8U��÷�é<�¸���
ÄOP
|  Apple <�ì���à����Â�±���¸��ýw��tÜ 
Apple ÆÇ[���^Ó# http://support.apple.com/kb/HT2185?viewlocale=zh_CN�

³à~4¬[��±���÷8ÞÏ4�~4  Safari �����/��üÐì
�����W�÷8ÞHC����/��ÀVq4��Î©´�UV��tÜ
o  37�0�±¶·(¸��3�

�<��ö����øA<�AN

 

  (+)�

0îÅ3E��÷´ ���0��økl3Ã APNÄ�¨� APN �¨8¢}�
�����ì®¯,����ÇÎ!®¯,��Ò6bÖ�¼SD�üµ8Þ´
 e|�¨��de|�¨�_S�×��~@~4NO���� ¡���?|
5yu�Xe|�¨9��´ �����T²³¬[�� Apple «o÷/  APN
�¨ã%&�6Å�¨¢}!�¿�§¨¬[���

http://support.apple.com/kb/HT2185?viewlocale=zh_CN
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!  iPhone Configuration UtilityÃ Mac  OS  X �Ä���!0§¨3ýw�L��ö
¬[��:;~4�¨EâHI´ �÷�8ÞHCLM0[�3 >0<�ì
���3:;L��ö  .mobileconfig [�â�f¬[���d��ì�¨E�
�øA��7��091®¯�3AN�

!$5  Web ���  iPhone Configuration Utility ��øA0�f¬[�3 (Import
Profile) âÐf÷¢�®¯�¬[��

�d¬[�PCÁk�×÷éê.!0H43E�øA0òzÁk3;µ8
Þ®¯Ä�

0H43E��0§¨�Vû37%C��4âS¢¬[� µ��� XË
Î¬[��´µ��d¢4´µ�¬[�GH4�P�±�¬[�����
´ §¨�Vû�

ª«¬[�;���¢ ¢�HC����/%�Àq4��� HC/%!"
ì��Tâ/%�Àq4��X4�~4&O���k¿����UV��  Web
��üÐ¬[���:g1&O¿@�±C½�Î©UV��tÜo  28�0�
±§¨¬[�3�

¬[��9ØÙ�
|UV{|}~�ÞÚCb�����Ã¬[�B	C�

 

£��S¢�[�Ç9C%�4����

�HC����âÀV¬[���øA����AN��d÷~4�  
Mac  OS  X ���  iPhone Configuration Utility���µ�  Mail ��:k¿�¬[�
sÓ	�����PC<�ì�����d÷~4� $5  Web ����4�
��¬[�/HC����ÀVì÷D¢�)^�
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  Web 
�/¬[�!"ì��Þs!  iPhone �  iPod touch T~4  Safari üÐ��øA
0��3 (Export) AN�!8s:!÷D¢�%¨ª«�ö  .mobileconfig [���
÷Àéì÷��ø�

�����  .mobileconfig [��ß×��/�9VÊ¬[��!�÷éê§¨ 
Web ���Þ~  .mobileconfig [�8sÓ  application/x-apple-aspen-config [�â
Ue� 

Mac  OS  X Server 
�d÷�  Web ���~4�   Mac  OS  X Server v10.5.3 Leopard �´î���ÄP

Cà§¨Þ_SUe  .mobileconfig [��

X5  Mac  OS  X Server v10.5.3 ÞÖ�����~4  Server Admin /üý  MIME æç
<�ì0 MIME æç3�¨�# 

application/x-apple-aspen-config mobileconfig 

e/S�9Î�  .mobileconfig [�Ã~&%��!  Web ������Äg/C_
S)ÀVìä�ù�

ô8Þ/  MIME æç<�ì  httpd.conf �Ä�
ö�§¨[��Ã��  Apache §
¨��HIaQ���¸Ä# 

AddType application/x-apple-aspen-config mobileconfig 

 

IIS Web 
�d÷�  Web ���~4�   IIS��~40 ISS ÔÕ�3!����0à}3�
<�  MIME æç���kÓ0 mobileconfig3B>[�æç 0 application/x-

apple-aspen-config3�

÷ô8Þ~4��à}E�0 HTTP wU3 (HTTP Headers) ���/!UV<�
ì«¢��ø�
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!~4�6«¢UVâ�¨��xÖ�/  URL g�q4�Ã4�8ÞHC�  URL /
¬[�üÐì&O���TÄ��/¬[�ÀVì4���������Ã4
�8Þ~4�����������Ä�

!n�ÐÑü���g:VÊ¬[��>�±C½:!4��A0�±3�¿@�

�±C½��:
�4�Þefn�éõ�UV�X�  Exchange ��£¤(%&
÷D¢��¨9õ��UV�

��:����M]  Exchange ActiveSync ¥¦�B!�;�3Í���g:Zµ
e|¥¦Ã�dÎ´ Ä��d���  Exchange ActiveSync ¥¦&¼~4£¤�
¨�×4�éêef��¥¦�£¤ÞFG�±�

!��:��4�efn�éõ�£¤�Þ~4¬[��ØÙ����

�d�±YÎGËFG�×89 ÆÓ  Exchange ���~@���4�M�à�
±C½�4�9ef�n�UVg�:���

4�89¢´ ��ïì���� ¡�w �ðy�¨ pw�!�¨8!0�
¨3 >0��bHPQb R3 >0 Exchange stuv3�´ �
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|§¨¬[��ú��¨�9!��T´ ��´ �¨�÷éê�±´µ�¬
[��

�²³|¬[��±�  Exchange ����²³�¬[��

H%TUIJKL�H%VW�&'� ��X/�  Exchange N�
 	Q.0O  VPN &UYZ[XIJKL\< P]^_!

§¨¬[�´µ�:CzVq4����À�öµ�§¨¬[��÷éê~4
����/%ÀVq4��Ï4����üÐµ����Ç�¬[���§¨
�Vûmû�µ¬[�=GH��T�¬[��B¸¡µ¬[�9D¢�â
<�b´µ�²³UV(�¨�
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3 ������

  iPhone   iPod  touch

�d÷�g�ST§¨¬[��4�8Þ�T§¨&O����Î|�¨Ãh
�£¤¥¦ÄÇ9HC~4§¨¬[�â�¢� 

VPN 
�´   VPN �¨��ÖF0�¨3 >0H43 >0��3 >0 VPN3�

§¨  VPN �¨����:¸¡Ä�  VPN ���Ôì�²n��÷efUV�h��
�d�����  RSA SecurID üý���:��÷ef�ö�

÷�9§¨$5���  VPN ���³+å����P�±!��T�Î©´�U
V��tÜo  37�0�±¶·(¸��3� 
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Cisco IPSec 
X÷�T§¨��45  Cisco IPSec VPN ��:�Ëãü4æ��BC#

�~4ü�4wâÞ¼÷ef��¨(UV#

¬ �öVÊeÉ�¨�¬}���

��� ��ì�  VPN ����  DNS kl�  IP )^�

�� 4��  VPN �Q���4�kl���!!7%�efÉÊk
l�

£¤ 4��  VPN �Q���úü�X5  RSA SecurID (  CryptoCard y
���W�d÷¢Ï4�!3Í*+����Tef&O�£
¤��ÏÄ�Ç���

~4�� ÇÎX÷P
�±à  .p12 �  .pfx ¶·ÃÙÎÓ5½��¢¼�
������Ò4£yÄ��!L8µ84�X0~4��3
k¿��0ÉÊkl3(0wx£y37%:CGHG0¶·3
7%�8Ï÷�P�±�{�  VPN �¶·ýw��L�

ÉÊkl 4�9àÉÊ�kl�ÄP!  VPN ���T¢}�

£y ÉÊ�wx£y�eX4�C�§�ÉÊ�3öGÖg m�
��Äwx4��£¤�éêD¢ÞÀæ���
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PPTP 
X÷�T§¨��45  PPTP VPN ��:�Ëãü4æ��BC#

�~4ü�4wâÞ¼÷ef��¨(UV#

¬ �öVÊeÉ�¨�¬}���

��� ��ì�  VPN ����  DNS kl�  IP )^�

�� 4��  VPN �Q���4�kl� 

RSA SecurID �d÷~4�   RSA SecurID üý��k¿!L8�Þs��
0£¤37%�

£¤ 4��  VPN �Q���úü�

�£ÅÊ ðyÓ0ST3�:L�84�'î�£ÅÊ��0 128 %3¿
@��g 0 40 %3�:; 0~3�'îÇ9 0 128 %3�
0~3:©s�£�

ÀV��©B ðyÓ0k¿3�HC  VPN m�ÀV9Î��HU�©s��
¨Þ`4�������ÇHC���UV��Ó  VPN ���
����HU�%&HU×��UVì  Internet�



)  3*  33 

 

 

L2TP 
X÷�T§¨��45  L2TP VPN ��:�Ëãü4æ��BC#

�~4ü�4wâÞ¼÷ef��¨(UV#

¬ �öVÊeÉ�¨�¬}���

��� ��ì�  VPN ����  DNS kl�  IP )^�

�� 4��  VPN �Q���4�kl�

£¤ 4��  VPN �Q���úü�

£y L2TP ���wx£yÃÂwx£yÄ�eX9Î  LT2P 4�â»
g m���

ÀV��©B ðyÓ0k¿3�HC  VPN m�ÀV9Î��HU�©s��
¨Þ`4�������ÇHC���UV��Ó  VPN ���
����HU�%&HU×��UVì  Internet�
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Wi-Fi 
�´   Wi-Fi �¨��ÖF0�¨3 >0H43 >0��3 >0 Wi-Fi3��d÷�!
�<�������������84���ýw�L�Ä�ß×���A0%
&3�

�S¢÷���$ù�ú~4  iPhone (  iPod  touch ÆÇ�y�(�£�Î©��
þ��UV��tÜo  8�0����3�Î©�±   PKCS1 (  PKCS12 ��45y
��UV��tÜo  37�0�±¶·(¸��3� 
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Exchange 
3���Ç9§¨�ö  Exchange ����<�  Exchange ����ÖF0�¨3 >
0��bHPQb R3�:;�A0<���3�!0<���3BCT��A
0 Microsoft Exchange3�

X÷�T§¨��45  Exchange ���~4ü�4wâÞ¼÷ef��¨(U
V#

���� 4��F�����)^�

� 4��  Exchange �����

4�kl 4��  Exchange ���4�kl�

£¤ 4��  Exchange ���úü�

¬ �öVÊeÉ�¨�¬}���
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iPhone (  iPod  touch ÆÇ  Microsoft �  Autodiscover ������~4÷�4�k
l(£¤âS¢Öù  Exchange ����)^��d�9S¢����)^�/:
��÷ef�)^�

GË§¨  Exchange ��x;�����£¤¥¦:C�ú��d4��XÖ£¤
�ûå  Exchange ActiveSync ¥¦�þ¢�×:g14�´ ��¢£¤���/�
:ã  Exchange ���HU��ì4��¢ûåþ¢�£¤ÓK�

ü�ï���:¿Àã  Exchange ����ï��d÷LMeÍ��ï�×Þ;8
Þ!0�¨3 >0��bHPQb R3�k¿ R(HPQ�ï�ðyÐÑü� 
Exchange ActiveSync :!µ ¡ìÓ����/ÄOzVì÷�����d÷´2
3A2��0\Mµ ¡�Ç �TgMµ ¡��~40�¨3 >0\Mµ 
¡3Þ´ �¨�
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>`TU&'�  Exchange ab*.&'�/�c� deXfgh
^_�Sij!kl. iTunes mn�op4qabrstXde!`uv0w� 
MobileMe xy0z{|}ab&'!

�´ /�aw� ¡�ïì����ÖF0�¨3 >0��bHPQb R3�
ðy�¨ 0 3 w3�

�d÷�~4¬[�â�À���×HC~4�����üÐÄO�k¿��
��UV�����4�8Þ�T�±ÄO���9�VÊÙÎÞü  MIME æç(
[���k���#

Â

 
application/x-pkcs12b .p12b .pfx

Â

 
application/x-x509-ca-certb .cerb .crtb .der

¶·|  x.509 ��(Ò4£yÉG�45l���VÊ4�� iPhone (  iPod  touch
ÆÇ�f_�ØÙ�ö¶·�  P12 [���±¶·��:g14�ef9�XÄH
I�¥�úü�

¸�� SÁÀ�\  (self-signed anchors)�4âHI  X.509 ��m���e|¸��
C  Safarib0��3b VPN $%&n4½¾97I�9Î  x.509 ��m��~4�

÷�é<�¸���ÄOP
|  Apple <�ì���à����Â�±���¸�
��ýw��tÜ Apple ÆÇ[���^Ó 
http://support.apple.com/kb/HT2185?viewlocale=zh_CN�

http://support.apple.com/kb/HT2185
http://support.apple.com/kb/HT2185?viewlocale=zh_CN


 

38 )  3*    

 

��CüÐì��x;�0�±¬[�3BC:�Ë�¬D����æç#¶·
���z�Ã¸��Ä���±�����A0�±3�

����ò�P�±�����ÖF0�¨3 >0H43 >0¬[�3��d÷
ò���� ��
ö�����9éõ����/�9��ì�|���

Â:÷Ç9§¨�ö  Exchange ���Ã÷8Þ<��ö  POP (  IMAP ���h��
eö��84â��  Lotus Notes �  Novell Groupwise �����T����ÖF
0�¨3 >0��3 >0��bHPQb R3�:;�A0%&3�Î©<�  IMAP
���´�UV��tÜ % iPhone &��'(�% iPod  touch &��'(�

 
Apple ¼sà�|òó�½8!�W  Web Ê������e|�½l4��1à
���¨B~4  iPhone (  iPod  touch �Ë9#
Â

 
iPhone D��½��^Ó  www.apple.com/iphone/guidedtour

Â

 
iPod touch D��½��^Ó  www.apple.com/cn/ipodtouch/guidedtour

Â

 
iPhone ÆÇ����^Ó  www.asia.apple.com/support/iphone

Â

 
iPod  touch ÆÇ����^Ó  www.apple.com/cn/support/ipodtouch

3ö���Î��  PDF �v�~4�����à�����(~4êëUV#
Â % iPhone &��'(4 http://manuals.info.apple.com/en/iPhone_User_Guide.pdf
Â % iPod touch &��'(4 

http://manuals.info.apple.com/en/iPod_touch_User_Guide.pdf
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4 ��  iTunes

  iTunes 

��»¼���°  iTunes (�6Ån4½¾�B¢}÷8ÞD¢��¨(»¼�

  iTunes 
iTunes ~4�W�  Macintosh �±�(  Windows �±½¾�'µ���  iTunes 8! 
www.apple.com/cn/itunes üÐ�Î©  iTunes �����´�UV��tÜo  5�
0

 
 iTunes3�

  Windows   iTunes
X!  Windows �¾T�±  iTunes ��H,��±'µ���  QuickTimeb Bonjour
(  Apple Software UpdateÃ Apple í�´µÄ�÷8ÞHCl  iTunes �±½¾U!
t �WÇzV¢��±ì4��¾��É�âu¦e|É��

  iTunesSetup.exe   Windows 
�d�~4,þ�  iTunes �±C½�Ã�u¦
|É��÷8Þ~4�üIl 
iTunesSetup.exe U!à}�

 
NO_AMDS=1 ��±  Apple Mobile Device Services�!É�   iTunes �ï(Ô

ÕòT��9éõ�É�� 
NO_ASUW=1 ��±  Apple Software UpdateÃ Windows �Ä�!n4½¾:g

�4��±µ���  Apple í�� 

NO_BONJOUR=1 ��±  Bonjour� Bonjour g�à�§¨��ÀËË9�~õ§¨
À8ÀËkYzbwx�  iTunes ���$%&��� 

NO_QUICKTIME=1 ��±  QuickTime�!É� ~4  iTunes éõ�É�����u
¦  QuickTime�³+÷S¢ä�ù�¾P
�±à'µ����
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  Windows 
�/  iTunes zVìä�ù�¾���  iTunesSetup.exe �gMçö  .msi [��

7y  iTunesSetup.exe �z{  .msi ��4 
1 ®I  iTunesSetup.exe� 

2 k¿0 %temp%3BIìklÓ0 IXP nnn .TMP3�[�j�%��0 %temp%3 
÷� �aQÃ�¡ #|}3��# \documents and Settings\ user \Local
Settings\temp\Ä�>0 nnn3 �öp% ��z \� 

3 /  .msi [���[�j��ì%&%¨� 

4 ¢�|  iTunesSetup.exe k¿��±½¾�

:;~40É¥¦X£®¯�3Ã%5  Microsoft ÔÕE¼È�Ä/  .msi [�<�
ì0�¾§¨3¥¦��S¢/§¨<�ì0�¾§¨3¥¦��+04�§
¨3¥¦�

 iTunes ~�  QuickTime.�  Apple Mobile Device Services (AMDS) �� 
iTunes T�w�  iPod  touch �  iPhone /�~ !

  Macintosh   iTunes 
Mac �¾P±Î  iTunes�'µ���  iTunesÃØÙ  QuickTimeÄ8! 
www.apple.com/cn/itunes \���/  iTunes zVì  Mac ä�ù�÷8Þ~4 
Workgroup ManagerÃ Mac  OS  X Server ����¤ÔÕ��Ä�

  iTunes 
!��µ�  iPhone �  iPod touch 8Þ~4xÖ�éê.HC/%��ì_!®I 
iTunes ��¾Tâ��Ä�H,�����;� iTunes :*+/��ã�¾�ï�
�!Ó%&b�¨���qr!ÐÑ��k¿r��¥v�e~  iTunes !����
;STz�Ä�:;���W��HI§¨�ÃYÎn�¦�� ¡�

7�  Mac  OS  X 8~�����!4 
1 �S¢  iTunes YÎ!®I�:;k¿0Mù3� 

2 !0Mù3��ef�ü#

Â �k¿r��¥v# 

defaults write com.apple.iTunes StoreActivationMode -integer 1

Â �©sr��¥v# 

defaults write com.apple.iTunes StoreActivationMode -integer 0

�������tÜü�0~4r��¥v3�
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7�  Windows 8~�����!4 
1 �S¢  iTunes YÎ!®I�:;k¿�üg1û5ú� 

2 ef�ü#

Â �k¿r��¥v# 

C:\Program Files\iTunes\iTunes.exe /setPrefInt StoreActivationMode 1

Â �©sr��¥v# 

C:\Program Files\iTunes\iTunes.exe /setPrefInt StoreActivationMode 0

÷ô8Þª«�ö�§qv�®¯PÎ�  iTunes �§qvâØie|�ü�Þs
÷8Þ¹º�Hr��¥v�

�S¢÷PAÍT8sk¿àr��¥v�:;AÍe|ï�â8s� 
1 �d÷_!��  iPhone��¨fP���  SIM ½�~4  SIM ½z����P©��]
ª«âz�  SIM ½¬�Î©êëUV��tÜ% iPhone &��'(� 

2 /  iPhone �  iPod touch ��ì�¾��������¾éê��ì  Internet� 

iTunes :k¿Ã�dõ�ÄB�����X��CGË��;�:�Ë�×UV� 

3 ®¿���

÷8Þ¿À��B��%&���Xr��¥vk¿�� iTunes /�:ãn���
�ï�Æ!�d÷k°_,~4  iTunes��.�©sr��¥v�

  iTunes 
÷8Þ»¼4�~4  iTunes �
|Ë9�!Ë9Î�ã')E¼æ��8»¼Þü
Ë9#

Â Ù�µ��  iTunes (��í�´µÃSTÙ�(4�Àæ�Ù�Ä�

Â Ê��m¯¦��91  iTunes MiniStore
Â �����ST�ï

Â M]Ò¯¨4

Â ~48ò¨Ïd¨�

Â ef©¦��  URL
Â STÀË  Apple TV ��

Â l  Apple +�µ��

Â °±  podcast
Â m¯  Internet öm
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Â ��  iTunes Store
Â ãÌ���¾wxðñ

Â m¯P�.Ó�²���  iTunes ¦�
Â m¯±³

Â m¯�ò´a

Â µ¶·

  Mac  OS  X   iTunes 
!  Mac  OS  X ��HC~4  plist [���1âE¼���!  Mac  OS  X ��ÞT91
�1�Y8ÞHC~4  Workgroup ManagerÃ Mac  OS  X Server ����¤ÔÕ��Ä
®¯0 ~/��� /Preferences/com.apple.iTunes.plist3[�âÓ3ö4�D¢�

Î©»¼��tÜ  Apple ÆÇ[���^Ó# 
http://docs.info.apple.com/article.html?artnum=303099-zh�

  Windows   iTunes 
!  Windows ��HC�¢Þü�ö+�w1��+�wYâE¼��#

!  Windows XP (  32 %  Windows Vista �#
Â

 
HKEY_LOCAL_MACHINE\Software\Apple Computer, Inc.\iTunes\[SID]\Parental 
Controls\ 

Â

 

HKEY_CURRENT_USER\Software\Apple Computer, Inc.\iTunes\Parental Controls 

!  64 %  Windows Vista �#
Â

 
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Apple Computer, 
Inc.\iTunes\[SID]\Parental Controls\ 

Â

 

HKEY_CURRENT_USER\Software\Wow6432Node\Apple Computer, 
Inc.\iTunes\Parental Controls 

Î©»¼��tÜ  Apple ÆÇ����^Ó 
http://support.apple.com/kb/HT2102?viewlocale=zh_CN�

http://docs.info.apple.com/article.html?artnum=303099-zh
http://support.apple.com/kb/HT2102
http://support.apple.com/kb/HT2102?viewlocale=zh_CN
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  iTunes   iPhone 
�d!  iTunes �©sàST�(4�Àæ�í�´µÙ��×÷/õ�/í�´
µ�Àq4�â�T�±�

�´µ  iTunes��tÜ�[�Ö9¸á��±(�°ï��/  iTunes �Àq4�
ô AÍm��C½HI�

�´µ  iPhone í���AÍÞüï�8s# 
1 !�ÈYÎ©s  iTunes í�´µ��¾T�~4  iTunes âüÐ  iPhone í�´µ�
�7I!8s��!  iTunes �L��öP������øA0¹�3�Á�:;
øA0Ù�´µ3AN� 

2 üÐ;����!Þü%¨Iì�´µ½¾[�  (.ipsw)#

Â �  Mac  OS  X �4 ~/��� /iTunes/iPhone Software Updates/
Â �  Windows �4|}3��4 \Documents and Settings\ user \Application Data\

Apple Computer\iTunes\iPhone Software Updates\
 

3 /  .ipsw [��Àq4���W/%¯!&O8Þ�����ºT�T� 

4 �»¼4��!n4í�´µÞÖ�.�·&O�����T´µC½�� iTunes �
:!�±ÖST�·����ª«µ��·��!  iTunes 67�½1K¾  (Windows)
�A¿  Control 1øA  (Mac) ���:;��Ë�©=JK�LM0�·3� 

5 4�HC./����ì  iTunes�:;>L�&O����0¹�3�Áâ�±´
µ�ü�ï�&O�A¿  Option (z ) 1  (Mac) �  Shift 1  (Windows) BøA�K¾
0Ù�´µ3AN� 

6 :�Ë�ö[�L�X¸À�4�n�L�  .ipsw [��:;øA0k¿3â¿@
´µC½�



 

5
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5 �  iPhone 
���

  iPhone   iPod  touch 

�d÷¢��±÷¿À�  iPhone OS n4½¾��/n4½¾�Àq4��&O>
~4  iTunes â�±�n4½¾�

!�  App Store ��n4½¾8Þ!  iPhone (  iPod  touch ®I�~õn���ï
���d¿À¢�SÈ�À�n4½¾�×éê~4  Apple ÁÀ���X%HI 
¤Ák�÷�éêl4�g��§Â¨¬[�  (distribution provisioning profile) 
Þ��&O���~4�n4½¾�

�°÷SÈ�n4½¾�C½Ó#

Â l  Apple +��6Å¿À�

Â ~4÷���ÁÀn4½¾�

Â ª«�6Å�§Â¨¬[��Ä8Þ%���~4÷PÁk�n4½¾�

Â /n4½¾(�6Å�§Â¨¬[��°ì4���¾��

Â D�4�~4  iTunes �±n4½¾(¬[��

Î©3öï��´�UV��tÜüý���

�Ó  iPhone (  iPod  touch ¿ÀB�°¢¼�n4½¾�÷õ�!  
www.apple.com/cn/developer +�  iPhone Enterprise Developer ProgramÃ iPhone �
6Å¿ÀW2�Ä�

��FG+�C½�÷/Ôì��~n4½¾9!��T®I�»¼�
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�Àq4��n4½¾éê~4÷��§��âÁk�Î©��\�B~4��
�»¼��tÜ  iPhone Developer CenterÃ iPhone ¿ÀW�ÂÄ��^Ó# 
http://developer.apple.com/cn/iphone�

�§Â¨¬[���÷�4�8Þ!&O�  iPhone �  iPod  touch T~4÷ª«
�n4½¾�÷HCD¢|¬[�%��  AppID�Ó«¢�n4½¾��ön4
½¾ª«�6Å�§Â¨¬[���d4�În4½¾ÃYÎ¬[�%�~
4Ä�4�=�9~4�n4½¾� 

Enterprise Program PortalÃ�62�Ä���^Ó# 
http://developer.apple.com/cn/iphoneÄq�6()�  Team AgentÃÅÆvÕÄ8Þ
ª«�§Â¨¬[��Î©»¼��tÜ����

��ª«��6Å�§Â¨¬[���üÐ  .mobileprovision [��:;/Ä(
n4½¾�æ��)�À�z�

  iTunes 
4�P�±�  iTunes ST�±%5Þü[�j��Â¨¬[�# 

Mac  OS  X
Â

 
~/��� /MobileDevice/Provisioning Profiles/

Â

 
/��� /MobileDevice/Provisioning Profiles/

Â |  ~/ ��� /Preferences/com.apple.itunes [���  ProvisioningProfilesPath 1D
¢�â� 

Windows XP
Â |}3��4 \Documents and Settings\ username \Application Data\Apple 

Computer\MobileDevice\Provisioning Profiles

Â |}3��4 \Documents and Settings\All Users\Application Data\Apple 
Computer\MobileDevice\Provisioning Profiles

Â

 

HKCU �  HKLM �|  SOFTWARE\Apple Computer, Inc\iTunes ��  
ProvisioningProfilesPath +�w1D¢�â�
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Windows Vista
Â |}3��4 \Users\ username \AppData\Roaming\Apple Computer\MobileDevice\

Provisioning Profiles

Â |}3��4 \ProgramData\Apple Computer\MobileDevice\Provisioning Profiles
Â

 
HKCU �  HKLM �|  SOFTWARE\Apple Computer, Inc\iTunes ��  
ProvisioningProfilesPath +�w1D¢�â� 

iTunes :/!ÞT%¨�Iì�Â¨¬[�ST�±ìã%HI�ï�����
�
�±�=8Þ!��T�0�¨3 >0H43 >0¬[�3���Â¨¬
[��

÷ô8Þ/  .mobileprovision [��Àq4�BÏ&O/�[�Çòì  iTunes n4
½¾4�T� iTunes :/[���ìÞT¢}�_S%¨��

  iPhone Configuration Utility  Mac  OS  X 

÷8Þ~4  iPhone Configuration UtilityÃ Mac  OS  X �Ä/Â¨¬[��±ìP�
�������AÍÞüï�8s# 

1 !  iPhone Configuration Utility �LM0[�3 >0k¿3�:;L�¢��±�Â
¨¬[��

�¬[�:C<�ì  iPhone Configuration Utility ��B8ÞHCL�0���3
��0Â¨¬[�3æÊâ��� 

2 !0P�����3ýw�L��ö��� 

3 øA0Â¨3�Á� 

4 !ýw�L��Â¨¬[��:;øAÄ�0�±3AN�

  iTunes 
4�8Þ~4  iTunes !&O���T�±n4½¾��/n4½¾��)�Àq
4��:;Ï&OAÍÞüï�HI8s# 

1 !  iTunes �LM0[�3 >0<�ì���3�:;L�÷g��n4½¾  (.app)�

÷ô8Þ/  .app [�Çòì  iTunes n4½¾4�T� 

2 /����ì�¾�:;!  iTunes �0��3ýw�L�Ä� 

3 øA0n4½¾3�Á�:;!ýw�L�n4½¾� 

4 øA0n43â�±n4½¾�(%59D¢�[�j��9Î�§Â¨¬[
�Ã!o  45�0~4   iTunes �±Â¨¬[�3�PêÄ�
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  iPhone Configuration Utility  Mac  OS  X 
÷8Þ~4  iPhone Configuration UtilityÃ Mac  OS  X �Ä/n4½¾�±ìP���
�����AÍÞüï�8s# 

1 !  iPhone Configuration Utility �LM0[�3 >0k¿3�:;L�¢��±�n
4½¾�

�n4½¾:C<�ì  iPhone Configuration Utility ��B8ÞHCL�0���3
��0n4½¾3æÊâ��� 

2 !0P�����3ýw�L��ö��� 

3 øA0n4½¾3�Á� 

4 !ýw�L��n4½¾�:;øAÄ�0�±3AN�

X4�®I	C  Apple Ák�n4½¾����:�I%�~4�n4½¾��
§Â¨¬[���dI�ì¬[��/�:k¿�n4½¾�

Î©ª«n4½¾(Â¨¬[��´�UV��tÜ#

Â

 
iPhone Developer CenterÃ iPhone ¿ÀW�ÂÄ��^Ó# 
http://developer.apple.com/cn/iphone
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A

 
Cisco VPN �����

  Cisco VPN   iPhone   
iPod  touch 

  Cisco  
iPhone ÆÇ  Cisco ASA 5500 Security Appliances (§¨à  7.2.x í��´î��� 
PIX Firewalls�&È«o÷�±'µ�  8.0.x í���Ã�´î��Ä� Cisco IOS VPN
â|�(  VPN 3000 ����ýg�ÆÇ  iPhone VPN Ë9�

 
iPhone ÆÇÞüy�q@#

Â Âwx£y  IPSec y�ãHC  xauth HI�4�y��

Â ä�ù(������45  IPSec y�ãHC  xauth HI�4�y�Ã4�y�
Ó8LÄ�

Â Éåy� —ÓàHI  IPSec y�����g����ä�ùg�Âwx£y�
4�y���HC  xauth HI�

Â 4�y� HC  xauth g���ØiÞüy�q@#

Â 4�kl(£¤

Â

 
RSA SecurID

Â

 

CryptoCard
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Cisco Unity uo$5�Éw��y�$%&t �~4y�ÉÊ/4�Éå!�
æ�÷nXÓ  iPhone (  iPod  touch 4�ª«y�ÉÊ�X5Âwx£yy�(É
åy��ÉÊkléê!��T§¨�B>~4ÉÊ�wx£yÃÂwx£yÄ
sÓÉÊ£¤�

~4��y���/�:~4n�wx£y�4��ÉÊ¸¡����\fS¢� 
Cisco ����¨845/����\fXnì4�ÉÊ�

�¨(�±�����S¢ÞüÐÑ#

Â ���¶·��!���4kl  (SubjectAltName) \f�éêØÙ����  DNS
kl(Ã�Ä IP )^���~4!UVâÞ��� ßà5����÷8Þ~4
H§ûÃh�  vpn.*.mycompany.com�Þgî�n}ÄâD¢  SubjectAltName�Þ
~3fgÊ§��d	D¢  SubjectAltName� DNS kl8Þ¯!Jwkl\f��

Â Á°�������  CA ��nX�±!��T��d���� ¸�����
±Unm�Ëv��Þs��CUn�

Â �d~4ä�ù����S¢Á°ä�ù���CUn�  CA ��P�±!  VPN
���T�

Â ��(��z�éê ÎÏ�Ãh��	CÌÄ�

Â HC���ÀV��m �CÆÇ��éê©=�

Â ~4$5���y����S¢���PC�¨Ó$5ä�ù����\fâ
VÊ4��ÉÊ��tÜo  49�0y�ÉÊ3� 
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IPSec 
~4Þü  IPSec �¨#
Â �!4��¥v

Â

 
IKE ���!40ÍÎ¥v3�45Âwx£yy�(Éåy��0�¥v3�4
5��y��

Â �@��4 3DESb AES-128b AES-256
Â ����4 HMAC-MD5b HMAC-SHA1
Â

 
Diffie Hellman ��4Âwx£yy�(Éåy�õ�  Group 2�X5��y���
/  Group 2 §å  3DES (  AES-128 ~4�/  Group 2 �  Group 5 §å  AES-256 ~4�

Â

 
PFS^�m���@a4X5  IKE phase 2��d~4  PFS�×  Diffie-Hellman ÉÊ
éêã45  IKE phase 1 �m��

Â �!��4éê`4�

Â X\����4«o~4�

Â g�  NAT ��4CÆÇ�õ��8Þ`4�Ã TCP T�  IPSec �CÆÇÄ�
Â ����4CÆÇ�õ��8Þ`4�

Â

 
Phase 1 	@��:4XÖ�CÆÇ�«o/���T�£y´µ�0�¢Ó�
E�Ï½�

Â

 
ASA � ¡A4S¢9Î��)^ÐÑ¤	�¢��¢Ó  255.255.255.255�h�# 

asa(config-webvpn)# ip local pool vpn_users 10.0.0.1-10.0.0.254 mask 

255.255.255.255°£

~4«o�)^Ñ¤�� VPN §¨9�¢�Î|þ×89:Cu¦��qrÀ�
eèÐÑ��S¢â|wØÙ9Îé��þ×�B>Þ���)^8Þ���:
;>HI�°�

 
iPhone (  iPod  touch ÆÇÞüË9#

Â 
���¢£4ä�ùí���:CÀVì����~���9�¸¡���í
����õ�ÒÓ���

Â k¤gh4�d!���T§¨à���V����V:91!��T�4�é
ê�õÄ�ß×®¿���

Â d¥¦§4ÆÇ�����

Â d¥  DNS4ÆÇ��   DNS�

Â ¨�©4ÆÇðy��
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  mobileconfig 

�[���÷ÔÕ  Apple XML DTD (�¡�à}ýw�v� Apple plist �v��¡
¬8�  www.apple.com/DTDs/PropertyList-1.0.dtd \��

�[�~4ì�Ö[\��  (payload) (����  (profile)�¬[� !  iPhone
�  iPod  touch T§¨
|Ã�ö��öÄ�¨��öF�[��ÎÏ`Ð ¬[
��KöÉ��

!¸ÌÍT�§¨[� �ö×Ø��ÎÞü1 /YX#

 
PayloadVersion  \ÃéêÄ��ö§¨¬[�����!��ZD¢à

�ö¬[�Ã�� KöÎÏ`ÐÄ��v� 

PayloadUUID \ûÙÃéêÄ�eH, 
åG;i���öW���V
\ûÙ�!\ûÙ�S��� �m©�[Ã �Äéê 
�ÌW���!  Mac  OS  X T�÷8Þ~4
0 /usr/bin/uuidgen3â�G  UUID� 

PayloadType \ûÙÃéêÄ�aÖ�ÇÎ0 Configuration3 !1�Î
ÏY� 

PayloadOrganization \ûÙÃ8LÄ�!Y»¼¬[��ÁÀz��91q4
��� 

PayloadIdentifier \ûÙÃéêÄ�AÍÚh�!Y 4Ûø�ï�\ûÙÃh
�0 com.myCorp.iPhone.mailSettings3�
0 edu.myCollege.students.vpn3Ä�4âW�)»¼¬[��
e= 4âÜÊ¬[��\ûÙ[�d�±�¬[�ã
û�ö¬[���Vûmû�×¬[�:��ÄÃ��
 C<�Ä�
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PayloadContent  É �ö×Ø É�3ö×Ø»¼¬[��KöÎÏ`Ð�3
öË9}�¬[�!eö ÉfÎ�a�ö��ö4a�~&ÎÏ`Ð�æç
���! É��3ö×ØgÎ�|w�à}�%&à}X53èÎÏ`Ðæçâ
»g Ò4>W��� 

PayloadDisplayName \ûÙÃéêÄ�!Y�¢91q4���Ý(�\ûÙ�
Ä4â»¼¬[���0 VPN �¨3�Ä�é W��� 

PayloadDescription \ûÙÃ8LÄ�!Y�¢!�ö¬[��0êëUV3
BCTl4�91¡|S|�v�¬}[��!\ûÙn
X9ÝÞ)VÊ¬[��Þs4�8Þ�¢ ß�±Ä� 

PayloadContent  ÉÃ8LÄ�!Y ¬[���ß����dÄCu¦�
�ö¬[�=YÎn�Ë9}��}�

 
PayloadVersion  \ÃéêÄ�KöÎÏ`Ð����3ö¬[�8Þ|ØÙ

����Z�ÎÏ`ÐÉG�h�� VPN ��Z8Þ!/âh�
�öø��0 Mail3��Z×�h�� 

PayloadUUID \ûÙÃéêÄ�eH, 
åG;i���öW���V\
ûÙ�!\ûÙ�S��� �m©�[Ã �Äéê �Ì
W��� 

PayloadType \ûÙÃéêÄ�!1  / YX�¢¬[��KöÎÏ`Ð�
æç� 

PayloadOrganization \ûÙÃ8LÄ�!Y»¼¬[��ÁÀz��Ä:91q
4���Ä8Þã¸ÌÍ�  PayloadOrganization m��Ãe� 
éê�� 

PayloadIdentifier \ûÙÃéêÄ�AÍÚh�!Y 4Ûø�ï�\ûÙ�4
â¬ÎÏ`Ð�ÄH, ¸  PayloadIdentifier ;à��ö�
�Vû�¬«¢�ÎÏ`Ð� 

PayloadDisplayName \ûÙÃéêÄ�!Y 91q4���Ý(�\ûÙ�Ä4
â»¼¬[���0 VPN �¨3�Ä�é W��� 

PayloadDescription \ûÙÃ8LÄ�!Y�¢!�«¢ÎÏ`Ð�0êëUV3
BCTl4�91¡|S|�v�¬}[��
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£¤¥¦ÎÏ`Ð |  com.apple.mobiledevice.passwordpolicy ÎÏ`Ðæç 
(PayloadType) YD¢��!ÎÏ`Ðæç��!g1  iPhone l4�91\. \
£¤efz¼��z¼��efn�)��I*£¤�

³àã9ÎÎÏ`Ðm���¨x�!ÎÏ`Ð¢}àÞü��#

 
allowSimple éáYÃ8LÄ�ðyÓ0 YES3��¢ ß��~4ßK£

¤�ßK£¤ ¢}ÓØÙ�I�\û�!h /!â\ûÃh
�  123 �  CBAÄ�/!Y�¢Ó0 NO3ã/  minComplexChars
�¢Ó0 13 m��� 

forcePIN éáYÃ8LÄ�ðyÓ0 NO3��¢ ß&¼4��¢  PIN�
ß��¢!YÃ�� %&YÄ:&¼4�ef£¤�Ã�
:»¼£¤�)��B� 

maxFailedAttempts  \Ã8LÄ�ðyÓ0 113������   [2...11]�D¢�
�!  iPhone Å¢BCT*+ef£¤,-�Í ���íC
�Í ���:CÅ¢�B>éê��ì%D¢�  iTunes µ
9áÅ� 

maxInactivity  \Ã8LÄ�ðyÓ0 Infinity3�D¢��Å¢��xÖ�
��8Þì¨ÃYÎC4�áÅÄ�w ���Óì!»¼�
��:CÅ¢B>éêef£¤� 

maxPINAgeInDays  \Ã8LÄ�ðyÓ 0 Infinity3�D¢£¤8Þ�Ç��
�w �Cz�|wx;�4�:C&¼´ £¤µ9/�
�áÅ� 

minComplexChars  \Ã8LÄ�ðyÓ0 03�D¢£¤éêØÙ'a�aö
I*\û�0I*3\û  \�\.x�\û�h� 
&%$#� 

minLength  \Ã8LÄ�ðyÓ0 03�D¢£¤�'E��)��!
t P¿5��Ó8L8�  minComplexChars t � 

requireAlphanumeric éáYÃ8LÄ�ðyÓ0 NO3�D¢4� ßéêef\
.\û  ( 0 abcd3 )�� ef \=ã�à�
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����ÎÏ`Ð |  com.apple.mail.managed ÎÏ`Ðæç  (PayloadType) YD¢
��!ÎÏ`Ð:!��Tª«�ö�������³àã9ÎÎÏ`Ðm���
¨x�!ÎÏ`Ð¢}àÞü��#

 
EmailAccountDescription \ûÙÃ8LÄ�4�8ä�������¬�91!0�

�3(0�¨3n4½¾�� 

EmailAccountName \ûÙÃ8LÄ����F�4�kl�!PÀ�����
�UV�(%&)q:�Ëeö4�kl� 

EmailAccountType \ûÙÃéêÄ����Y   EmailTypePOP ( 
EmailTypeIMAP�¢}45����uo� 

EmailAddress \ûÙÃéêÄ�D¢���F�����)^��dÎÏ
`Ð���!��±¬[�C½����:g1ef!\
ûÙ� 

IncomingMailServerAuthentication \ûÙÃéêÄ�D¢Ôì����y�q�����Y  
EmailAuthPassword (  EmailAuthNone� 

IncomingMailServerHostName \ûÙÃéêÄ�D¢Ô�����zklÃ�  IP )^Ä� 
IncomingMailServerPortNumber  \Ã8LÄ�D¢Ô����ùúZ��d	D¢ùúZ�

×:~4q¢uo�ðyùú� 

IncomingMailServerUseSSL éáYÃ8LÄ�ðyÓ0 YES3�D¢Ô���� ß~4 
SSL HIy�� 

IncomingMailServerUsername \ûÙÃéêÄ�D¢�������4�klÃH,ã�
���)^�  @ ûZÞÖ���m�Ä��dÎÏ`Ð��
�!�B>��C�¨Ó��XÔì�����HIy��
�±¬[�C½����/g1ef!\ûÙ� 

OutgoingMailServerAuthentication \ûÙÃéêÄ�D¢À�����y�q�����Y  
EmailAuthPassword (  EmailAuthNone� 

OutgoingMailServerHostName \ûÙÃéêÄ�D¢À�����zklÃ�  IP )^Ä� 
OutgoingMailServerPortNumber  \Ã8LÄ�D¢À����ùúZ��d	D¢ùúZ�

×AÍå¾~4ùú  25b 587 (  465� 

OutgoingMailServerUseSSL éáYÃ8LÄ�ðyÓ0 YES3�D¢À���� ß~4 
SSL HIy�� 

OutgoingMailServerUsername \ûÙÃéêÄ�D¢�������4�klÃH,ã�
���)^�  @ ûZÞÖ���m�Ä��dÎÏ`Ð��
�!�B>��C�¨Ó��XÀ������HIy��
�±¬[�C½����:g1ef!\ûÙ�
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APN  
APNÃ��øklÄÎÏ`Ð |  com.apple.apn.managed ÎÏ`Ðæç 
(PayloadType) YD¢��³àã9ÎÎÏ`Ðm���¨x�!ÎÏ`Ð¢}à
Þü��# 

Exchange  
Exchange ÎÏ`Ð |  com.apple.eas.account ÎÏ`Ðæç  (PayloadType) YD¢
��!ÎÏ`Ð:!��Tª«�ö  Microsoft Exchange ���³àã9ÎÎÏ`Ð
m���¨x�!ÎÏ`Ð¢}àÞü��#

 
DefaultsData ×ØÃéêÄ�!×ØÙÎåÉ1  / YX� 

DefaultsDomainName \ûÙÃéêÄ�W����Y   com.apple.managedCarrier� 

apns  ÉÃéêÄ�! ÉÙÎn�ö �×Ø�3ö×Ø¬
�ö  APN §¨�ÄOØÙÞü1  / YX� 

apn \ûÙÃéêÄ�!\ûÙD¢��økl� 

username \ûÙÃéêÄ�!\ûÙD¢!  APN �4�kl��dæa
!\ûÙ��±¬[�C½����:g1ef!\ûÙ� 

password  ¡Ã8LÄ�! ¡vw!  APN �4�£¤�ÓàÓìç
èa��ÄPC®¤��dÎÏ`Ð�æa!\ûÙ��±
¬[�C½����:g1ef!\ûÙ�

 
EmailAddress \ûÙÃéêÄ��dÎÏ`Ð���!��±¬[�C

½����:g1ef!\ûÙ�D¢���F�����
)^� 

Host \ûÙÃéêÄ�D¢  Exchange ����zklÃ�  IP )
^Ä� 

SSL éáYÃ8LÄ�ðyÓ0 YES3�D¢  Exchange ��� 
ß~4  SSL HIy�� 

UserName \ûÙÃéêÄ�!\ûÙD¢!  Exchange ���4�k
l��dæa!\ûÙ��±¬[�C½����:g1
ef!\ûÙ�
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VPN  
VPN ÎÏ`Ð |  com.apple.vpn.managed ÎÏ`Ðæç  (PayloadType) YD¢��
³àã9ÎÎÏ`Ðæçm���¨x� VPN ÎÏ`Ð�¢}àÞü1�

!éÌb10 PPP3(0 IPSec3üÎåö89�!�×Ø�ü¬eåö×
Ø��1�Þ$~4àe|1�  VPNType Y� 

PPP 
Þüêë45  PPP æç�  VPN ÎÏ`Ð�

 
UserDefinedName \ûÙ� VPN ���¬�:91!��T� 

OverridePrimary éáY�D¢ ßHC  VPN �úÀV9ÎHU��d�YÓ
ì�9Î��HUg:HC  VPN ÀV� 

VPNType \ûÙ��¢ÎÏ`Ð�845!æç�  VPN ����¨�
Ä8ÞÎpö89�Y#0 L2TP3b0 PPTP3�0 IPSec3��
Êvw  L2TPb PPTP (  Cisco IPSec�

 
AuthName \ûÙ� VPN ��4�kl�45  L2TP (  PPTP� 

AuthPassword \ûÙÃ8LÄ�rX  TokenCard Ó��µ8ä�45  L2TP
(  PPTP� 

TokenCard éáY� ß~4üý½Ãh�  RSA SecurIDÄHI���4
5  L2TP� 

CommRemoteAddress \ûÙ� VPN ����  IP )^��zkl�45  L2TP ( 
PPTP� 

AuthEAPPlugins  É�rX~4  RSA SecurID �µ�!�!eèÐÑü�� 
ÉÙÎ�ö4a�eö4a= ÙÎY0 EAP-RSA3�\û
Ù�45  L2TP (  PPTP� 

AuthProtocol  É�rX~4  RSA SecurID �µ�!�!eèÐÑü�� 
ÉÙÎ�ö4a�eö4a= ÙÎY0 EAP3�\ûÙ�4
5  L2TP (  PPTP� 

CCPMPPE40Enabled éáY��tÜ  CCPEnabled ü�»¼�45  PPTP� 
CCPMPPE128Enabled éáY��tÜ  CCPEnabled ü�»¼�45  PPTP� 
CCPEnabled éáY�`4�£����d!1(  CCPMPPE40Enabled Ó

ì�×vwST�£ÅÊ[�d!1(  CCPMPPE128Enabled
Óì�×vw'î�£ÅÊ��d	~4�£�×YÎ�ö 
CCP 1Óì�45  PPTP�
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IPSec 
Þüêë45  IPSec æç�  VPN ÎÏ`Ð� 

Wi-Fi  
Wi-Fi ÎÏ`Ð |  com.apple.wifi.managed ÎÏ`Ðæç  (PayloadType) YD¢��
�Y¬��  0 �  PayloadVersion Y�³àã9ÎÎÏ`Ðæçm���¨x�
ÎÏ`Ð�¢}àÞü1�

 
RemoteAddress \ûÙ� VPN ����  IP )^��zkl�45  Cisco IPSec� 

AuthenticationMethod \ûÙ�� 0 SharedSecret3= 0 Certificate3�45  L2TP
(  Cisco IPSec� 

XAuthName \ûÙ� VPN ���4�kl�45  Cisco IPSec� 

XAuthEnabled � ��d  XAUTH Ó  ON ×Ó  1[�d  XAUTH Ó  OFF ×Ó  0�
45  Cisco IPSec� 

LocalIdentifier \ûÙ�rX  AuthenticationMethod �5  SharedSecret �µ
:�!��~4�ÉÊ�kl��d~40Éåy�3�×
\ûÙéêÞ0 [hybrid]3äí�45  Cisco IPSec� 

LocalIdentifierType \ûÙ�rX  AuthenticationMethod �5  SharedSecret �µ
:�!��Y 0 KeyID3�45  L2TP (  Cisco IPSec� 

SharedSecret  ¡�!  VPN ���wx£y�rX  AuthenticationMethod
�5  SharedSecret �µ:�!�45  L2TP (  Cisco IPSec� 

PayloadCertificateUUID \ûÙ����  UUID�45�����rX 
AuthenticationMethod �5  Certificate �µ:�!�45  Cisco
IPSec� 

PromptForVPNPIN éáY���� ßg1ef  PIN�45  Cisco IPSec�

 
SSID_STR \ûÙ��~4�  Wi-Fi ���  SSID�!1kl!  

<Apple80211/Apple80211API.h> �î¼Ó  
APPLE80211KEY_SSID_STR� 

HIDDEN_NETWORK éáY�³  SSID ����~4ömæç(�£æç�UV
âÜÊ���ðyÐÑü��¢§¨�9Î��g ¿¯�
�öm���D¢�����÷õ�q1
0 HIDDEN_NETWORK3
�0 APPLE80211KEY_HIDDEN_NETWORK3ï�öéáY�
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X5  802.1X �6Å���éêg�  EAPClientConfiguration ×Ø� 

EAPClientConfiguration 
³à�W�£æçx��89:HC0 EAPClientConfiguration31Óq¢���
D¢�ö�6Å¬[��!1!  <EAP8021X/EAPOLControlTypes.h> �î¼Ó 
kEAPOLControlEAPClientConfiguration��d�!�¸�Ä�Y= ÙÎÞü1�×
Ø� 

EncryptionType \ûÙ�0 EncryptionType3�89Y 0 WEP3b0 WPA3�
0 Any3�0 WPA3Xn  WPA (  WPA2�n45eåè�£æ
ç��S¢e|Yã����ø�9RF�mû��d÷�
S¢�£æç ¡è��W÷´ðñÄn459Î�£æ
ç��~4Y0 Any3� 

Password \ûÙÃ8LÄ�æa£¤�:ÚK��C<�ìPÕ��
�ýw����ì�����4�'M:Cg1g�£¤�

 
UserName \ûÙÃ8LÄ�³+÷Õ�WS�4�kl�ß×!à}

/�:�Ë!�f�§¨��HIy���4�8Þef!
UV� 

AcceptEAPTypes � Y É�Þü  EAP æç:C�õ# 
13 = TLS
17 = LEAP
21 = TTLS
25 = PEAP
43 = EAP-FAST

TLSTrustedCertificates  ¡Y ÉÃ8LÄ�e /CUn�b4âHI!y��
���ýw�3ö ¡êëgØÙ  .cer �v�mn���

!18Ï÷��¼sW�45q¢�����ýw�B>q
r��4�T[)�¢X
ö�� ßUn�

�dD¢à!à}�T[UnÃ��X¸Ä:CJ4�³+ 
TLSAllowTrustExceptions ôCD¢àY0 TRUE3Ã�tÜü
[Ä�
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EAP-Fast 
!  EAPClientConfiguration ×Ø�� EAP-FAST ¥ô~4Þüà}�

e|1�ßT ÎÌÍ�#�d  EAPFASTUsePAC Ó0 FALSE3�×�:u�%&å
öà}�æ�)��d  EAPFASTProvisionPAC Ó0 FALSE3�×�:u� 
EAPFASTProvisionPACAnonymously�

�d  EAPFASTUsePAC Ó0 FALSE3�×y�ï�ã  PEAP �  TTLS i�m�#���
3Íg~4��âÞ�Ä�¶·� 

TLSTrustedServerCommonNames \ûÙY ÉÃ8LÄ�e 9�C�õ������,4
kl�ýw��d�������!!ýw��Ä/�:C
Un�

!KP~4�ã  TLSTrustedCertificates Éå~4�ÐÑü��
à}8Ï4�EÂ)���¢�9q¢���Un¡|�
��B>qrT[Un����

�dD¢à!à}�T[UnÃ��X¸Ä:CJ4�³+ 
TLSAllowTrustExceptions ôCD¢àY0 TRUE3Ã�tÜü
[Ä� 

TLSAllowTrustExceptions éáYÃ8LÄ��� /���4����T[Un�¢�T
[Un ���CUn��Ë���X¸��d�YÓ
0 FALSE3>���YÎCUn�×y�,-��tÜT[� 
TLSTrustedCertificates (  TLSTrustedServerCommonNames�

!à}�ðyY 0 TRUE3�³+g�à 
TLSTrustedCertificates �  TLSTrustedServerCommonNamesÃe
èÐÑüðyY 0 FALSE3Ä� 

TTLSInnerAuthentication \ûÙÃ8LÄ�e   TTLS ¥ô9~4���y��ðyY
 0 MSCHAPv23�

89�Y 0 PAP3b0 CHAP3b0 MSCHAP3(0 MSCHAPv23� 
OuterIdentity \ûÙÃ8LÄ�!1Çã  TTLSb PEAP (  EAP-FAST m©�

e��4���&Ã�òÄ�¶·�4���ßklÇ:�
Ë!�£�����h��Ä8ÞC�¢Ó0 anonymous3b
0 anon3�0 anon@mycompany.net3�

Ä8Þgî��}�ÆÓó¾W~@Þ¼[ªv�ìy�4
��kl�

 
EAPFASTUsePAC éáYÃ8LÄ� 

EAPFASTProvisionPAC éáYÃ8LÄ� 

EAPFASTProvisionPACAnonymously éáYÃ8LÄ�
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�d  EAPFASTUsePAC Ó0 TRUE3�×:~4ËÎ�  PACÃ�dÄ�!�¸Ä�aÖ�
!��T\�  PAC �W�q@ ��  PAC �q  (PAC provisioning)�Æ!�÷õ�`
4  EAPFASTProvisionPAC��>�dõ��¸�ô�`4 
EAPFASTProvisionPACAnonymously� EAPFASTProvisionPACAnonymously Î��}ô
ø#Ä�~4��ây����[Äõö4�£¤�wx£y�

��  VPN §¨���/��¶·§¨ã  Wi-Fi §¨m©= 89�ì��¢}��
Þ«¿����6Å����e��ÝÎ/0��©=�ö¶·��HC
0 PayloadCertificateUUID31âD¢Ä�ÎÏ`Ð  UUID�

 
PayloadCertificateUUID \ûÙ�Ó��ÎÏ`Ð�  UUID�45¶·���
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